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Lack of Transparency

‣ Contention transparency: Public and uniform view of all available transactions. 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Lack of Transparency

‣ Contention transparency: Public and uniform view of all available transactions. 

‣ Prioritization transparency: Fee offered by a transaction is only that publicly declared 
by that transaction. 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Lack of Transparency

‣ Contention transparency: Public and uniform view of all available transactions. 

‣ Prioritization transparency: Fee offered by a transaction is only that publicly declared 
by that transaction. 

‣ The lack of transparency facilitates miners to collude and overcharge users.
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‣ Users can bundle their transactions and send them privately to miners.
‣ Only participating miners and Flashbots know about these transactions.
‣ The rest only after they are committed to a block.

‣ Miners are paid through a coinbase transfer.
‣ Directly transfer to the miner’s address.

‣ Miners “promise" to include bundles on the top of their blocks.
‣ In case of competition: Miner includes the bundle with higher incentive.
‣ The other bundle with all its transactions is discarded as it has never existed.

Private Relay Networks:
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‣ Users can send their transactions privately to SparkPool and its patterns.

‣ Free to use.

‣ No longer working.

Private Relay Networks: Taichi Network
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Bitcoin Transaction Accelerators

Among others

Available              Unavailable
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Data Sets

Category Bitcoin Ethereum

Time period Jan. 1st 2018 to Dec. 
31st 2020

Sep. 8th 2021 to Jun. 
30th 2022

# of blocks 161,954 1,867,000

Block number 501,951 to 663,904 13,183,000 to 
15,049,999 

# of transactions 313,575,387 347,629,393
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Data Sets

Category Bitcoin Ethereum

Time period Jan. 1st 2018 to Dec. 
31st 2020

Sep. 8th 2021 to Jun. 
30th 2022

# of blocks 161,954 1,867,000

Block number 501,951 to 663,904 13,183,000 to 
15,049,999 

# of transactions 313,575,387 347,629,393

Removed CPFP-txs 
65,902,514 (21.01%)

Prior to the Merge

Flashbots data set 
6,937,292 transactions in 3,284,886 bundles
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Prevalence of Bundling

�-
# 

+'
$(
 

��
�)

)&
�$
/ 
)(

�)
)&
$(

��
$(
 +
,

�&
 0
*)

)&
�$)

�
�(

)*
))

&
	#

�,
#�
�
'
��

�(
-�
))

&
�
$(
$(
"�

))
&�
.�


$
(�

(�
 

�2
$&�

))
&

�*
�+
%�
�)

)&

�

��
�)
'

�
��

��
$(
 �
�)

)&
�.

�)
$(
��
))

&

 

 �
))

&
�


���
+1
*-
)�
�)

)&
�*

$�
 +
�)

)&
��

��
�
$(
$(
"�
�)

)&
�-
# 

+,

�

�

��

��

��

	�


�

� 
+�
 (

-�
" 

-+�(,��-$)(,
!&�,#�)-,��.(�& ,

�.
$!
,(

%)
!

��
�*
*'

�%
0!
*)

�*
*'
%)

��
%)
!,
-

�'
!2
+*
*'
�%*

�
�)
*+
**
'


$
�-
$�
�
(
��


)
.�
**
'

�
%)
%)
#�
**
'�
/�

�%
)�
)�
!

�4
%'�
**
'

�+
�,
&�
�*
*'

��
��
�*
(

�
��

��
%)
!�
�*
*'

�/
�*

%)
��
**
'

�!
!�
**
'

��
���

,3
+.
*�
�*
*'

�+
% 
!,
�*
*'

��
��
�
%)
%)
#�
�*
*'

�.
$!
,-

�

�

��

��

	�


�

��

�!
,�
!)
.�
#!

�'*�&-
�'*�&-�1��"'�-$�*.-��/) '!-

Ethermine included 27.05% of all blocks 
with a Flashbot bundle and 26.63% of all 
Flashbots bundles, while mining around 
28.05% and 31.11% of all blocks and 
transactions, respectively.

Flashbots bundles 
are quite prevalent

99.99% ETH hash-rate

7



Contracts Most Frequently Called by Flashbots

‣ We focused on the 6 contracts calls: 0x Protocol, Balancer, Bancor, Curve, 
SushiSwap, and Uniswap V1 and V3.

‣ We find that 2,231,051 (67.92%) unique Flashbots bundles and 3,076,760 
transactions (44.35%) called at least one of these contracts.
‣ Uniswap and SushiSwap were the most bundled DEXes protocols.
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‣ Over-collateralized lending protocols

Liquidation Through Bundling

16,418 6387

Liquidations

4863 2036

Liquidations
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Liquidation With Bundled                 Oracle Updates

‣ Over-collateralized lending protocols

1165 in 1154 bundles 648 in 641 bundles

Liquidations

994 bundles

Liquidations

One Oracle update 

Two Oracle updates 52 bundles

548 bundles

39 bundles

Followed by a liquidation
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Profits are ~15x higher when compared to all liquidations when bundling with a Chainlink update

Liquidation With Bundled                 Oracle Updates

‣ Over-collateralized lending protocols

We used Chainlink data feeds to convert the tokens to USD at the time of the liquidation 11
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‣ Active experiment
‣ We issued 8 transactions and sent them to the Ethereum blockchain.
‣ 4 privately through Taichi Network and 4 publicly.

‣ While running the experiment, we checked if the popular blockchain explorers 
observed any of our private transactions.
‣ if they did, it would imply that the Taichi Network leaked the transactions to the 

public.
‣ Private transactions were only visible after they were committed.
‣ Included in the expected block position based on the fees we offered.

‣ SparkPool and Babel Pool included each 2 private transactions.

Taichi Network: Private Transactions

12



Bitcoin Dark-Fees Transactions

‣ Active experiment
‣ We took 10 snapshots of our MemPool during periods of high congestion.
‣ We randomly selected only low-fee rate transactions with a size of 101 bytes for 

accelerating using ViaBTC transactions accelerator services.
‣ 212 in total transactions.

‣ We paid ViaBTC 205 € to accelerate the 10 low feerate transactions.

Metrics Delay in # of blocks Perc. Position in a block
Acc. Non-acc. Acc. Non-acc.

Minimum 1 9 0.07 17.47
25-perc 1 148 0.08 75.88
Median 2 191 0.09 87.92
75-perc 2 247 0.20 95.00

Maximum 3 326 4.39 99.95
Average 1.8 198.5 0.79 84.46 13
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Bitcoin Dark-Fees Transactions

‣ These transactions were accelerated by 5 MPOs

Mining Pool Hash-rate
Last 24h Last week Last month

F2Pool 19.9 % 18.7 % 19.9 %
AntPool 12.5 % 10.6 % 10.2 %
Binance 9.6 % 10.3 % 10.0 %
Huobi 8.1 % 9.3 % 9.8 %
ViaBTC 5.1 % 7.1 % 7.7 %

Total 55.2 % 56 % 57.6 %

Mining pools with combined hash rates of over 50% were colluding to include these transactions!

14
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Bitcoin Dark-Fees Transactions

‣ These transactions were accelerated by 5 MPOs
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Mining Pool Hash-rate
Last 24h Last week Last month

F2Pool 19.9 % 18.7 % 19.9 %
AntPool 12.5 % 10.6 % 10.2 %
Binance 9.6 % 10.3 % 10.0 %
Huobi 8.1 % 9.3 % 9.8 %

ViaBTC 5.1 % 7.1 % 7.7 %
Total 55.2 % 56 % 57.6 %

Mining pools with combined hash rates of over 50% were colluding to include these transactions!
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Bitcoin Dark-Fees Transactions

‣ We use SPPE to measure the percentile deviation of transactions within a block.
‣ Large SPPE values indicate that a transaction that should have been included at 

the bottom is included at the top of the block, confirming acceleration.

‣ Accelerated transactions: transactions with SPPE ≥ 99%.
‣ Many large mining pools such as BTC.com, F2Pool, and ViaBTC are likely 

including accelerated transactions.
‣ ViaBTC including them in over 40% of their blocks.

Messias et. al. IMC21: Selfish & Opaque Transaction Ordering in the Bitcoin Blockchain: The Case for Chain Neutrality 15
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‣ Transaction ordering is an important topic to be considered!

‣ Through active experiments
‣ Bitcoin miners collude when accelerating transactions.
‣ It is hard to measure how prevalent private transactions are!

‣ Flashbots bundles are quite prevalent in Ethereum and are highly used for calling 
DEXes contracts to take advantage of MEV opportunities.

‣ Many large mining pools include accelerated transactions, with ViaBTC including it in 
over 40% of their blocks.

‣ Our observations still hold after the Merge.

Summary

16



Our Data Set and Scripts Are Available

https://github.com/johnnatan-messias/blockchain-transaction-ordering
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